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Motesetikett

Stort mote = alla mikrofoner avstangda
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Under presentationen, stall dina fragor i chatten. Dessa tas upp  «

vid avsedd tid i agendan av chatt-ansvarig (Erik)

Chatten anvands enbart for fragor, ingen diskussion, med hansyn

till den som presenterar

Vid tekniska problem maila johan.lindberg@vinnova.se b 5 S RO
Presentationen kommer att delas via Vinnovas kalendarium & Q& e @ ¢ @

Vi utvarderar motet via menti.com: kod 6229 2659 — fyll i efter
motet!
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 Introduktion till Horisont Europa

« Kort om bakomliggande policy for
Cybersakerhet

« Destinationer och fokusomraden

« Europeiska Forsvarsfonden

« Framtida struktur for Cybersakerhet
« Vagledning och stod

* Fragestund

Johan.lindberg@vinnova.se

Anna.hallden@vinnova.se

Asa.fritzon@msb.se
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The Horizon framework
programme is a
POLITICAL INSTRUMENT
where research and
iInnovation are needed to
achieve political priorities
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Horizon Europe

Partnerships
~15% o ~50% pijjar 2 issions IR

Excellent Science Global Challenges and Innovative Europe
European Industrial

Competitiveness

Health
European Research Council Culture, Creativity and European Innovation Council

Inclusive Societv

Civil Security for Society European innovation
Digital, Industry and Space ecosvstems
Climate, Energy and Mobility y

Food, Bioeconomy, Natural

Resources, Agriculture and European Institute of

Environment Innovation
Research Infrastructures
and Technology

Joint Research Centre

Marie Sktodowska-Curie
Actions

Clusters

Widening Participation and Strengthening the European Research Area

Widening participation and spreading excellence Reforming and Enhancing the European R&I system

95,5 billion euro

VINNOVA



European partnerships

European commission EU industry Member States
Framework _ National
programmes FEI B[ (_I programmes

programmes

Research project

VINNOVA



Global Challenges and European Industrial Competitiveness

Boosting key technologies and solutions, underpinning
EU policies and Sustainable Development Goals

1. Health 2. Culture, 3. Civil Security 4. Digital, Industry 5. Climate, Energy 6. Food, Bioeconomy,

Creativity and for Society and Space and Mobilty Natural Recources,
Inclusive Society Agriculture and
Environment

Joint Research Centre AVAL U\ [e)V/AN



Main types of projects

Research and innovation actions (RIA)
Innovation actions (IA)
Coordination and support actions (CSA)

Pre-commercial procurement actions (PCP)

VINNOVA



Minimum consortium size

 Collaborative projects (incl. RIAs, 1As): 3 independent legal entities, each
established in different EU Member States (MS) or Associated Countries (AC),
with at least 1 of them established in a MS.

» Coordination & Support Actions: One or more legal entities, which may be

established in a MS, AC, or in exceptional cases and if provided for in the
specific call conditions, in another third country.

VINNOVA



Why participate?

Development of cutting-edge ideas

Access to new knowledge and skills

Strategic partnerships and collaborations

Access to advanced technologies and methods
Influence standards, regulations and research policies
Increased visibility at national, EU & global level

Solutions to global challenges

VINNOVA



A Europe fit for the digital age

Europe’s digital decade
Digital targets for 2030

VINNOVA



Nine Actions

Artificial Intelligence

European data strategy

European industrial strategy

High Performance Computing (HPC)
Digital Markets Act

Digital Services Act

Cybersecurity

Digital skills

Connectivity

OCoONSORWON =

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age _en
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* Promoting our European way of life
« Europe must protect the rule of law if it is to stand up for justice

and the EU’s core values

« A stronger Europe in the world
 The EU will strengthen its voice in the world

by championing multilateralism and
a rules-based global order

https://ec.europa.eu/info/strategy/priorities-2019-2024 en
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Policy areas

« A stronger Europe in the world
« Security and Defence

* Prevent and manage crises through the development of civilian and military capabilities

* Promoting our European way of life

« Security Union

VINNOVA



Digitalisation Iis everywhere

Being an enabling technology means that it is present in all clusters !!

Health — Medical technologies, patient data, Al for health, personalized health care ...

Culture, creativity, Inclusive Society — eGoverment, access to cultural heritage, digitization of creative sector
Civil security for society — cyber crime, critical infrastructure protection, digitization of rescue services, ...
Climate, Energy, Mobility — Smart Energy Grids, Autonomous vehicles, climate observation technologies, ...

Food, Bioeconomy, Natural Recources, Agriculture and Environment — Digitisation of agriculture ...

.. and as a consequence, cybersecurity is also everywhere !!

VINNOVA



Cybersakerhet sektoriellt

« Halsa:
« Topic: Enhancing cybersecurity of connected medical devices
» Topic: Boosting mental health in Europe in times of change
« Blablabla ... Digital platforms can provide mental health ... blablabla

« Blablabla ... cyberbullying and exposure to inappropriate or fake content ... blablabla

« Climate, energy, mobility
» Topic: Cyber secure and resilient Connective Cooperative and Automated Mobility
» Topic: Integrated wind farm control
« Blablabla ... retaining high levels of cybersecurity ... blablabla
 Digital, Industry & Space

+ Integrerati en lang rad topics, loT, manufacturing data, space, ...

VINNOVA






3. Cluster aims

« Supporting EU policy priorities
* Meeting capabillity requirements

* Ensuring ethical outcomes that

are supported by society

VINNOVA



Cluster 3 — Destinations

1. Better protect the EU and its citizens against Crime and Terrorism

. Effective management of EU external borders
. Protected Infrastructure
Increased Cybersecurity

. A Disaster-Resilient Society for Europe

. SSRI (Strengthened Security Research and Innovation)

VINNOVA



Destination 4:
Increased Cybersecurity

Strengthened EU cybersecurity

capacities

More resilient digital infrastructures,

systems and processes

Increased software, hardware and

supply chain security

Reinforced awareness and a common

cyber security management and culture



Destination 4:Increased cybersecurity

suie oo

Dynamic business continuity and recovery
methodologies based on models and prediction for
multi-level Cybersecurity

Improved security in open-source and openspecification
hardware for connected devices

Al for cybersecurity reinforcement

Scalable privacy-preserving technologies for crossborder
federated computation in Europe involving
personal data

VINNOVA



Destination 6:
Support to Security Research and
Innovation
A more effective and efficient evidence-

based development of EU civil security

capabilities

* Increased industrialisation,
commercialisation and adoption of

outcomes

* R&l-enabled knowledge and value in

cross-cutting matters



Destination 6: Strengthened Security Research and Innovation

Topic

Action

Budget (Meuro)

A maturity assessment framework for security
technologies

RIA

1,5

Knowledge Networks for Security Research &
Innovation (Option A: Border Security, Option B:
Critical Infrastructure Protection)

CSA

National Contact Points (NCPs) in the field of security
and cybersecurity

Demand-led innovation for situation awareness in
civil protection

Societal Impact assessment and impact creation
transdisciplinary methods for security research
technologies driven by active civil society
engagement

VINNOVA




Overblick Europeiska forsvarsfonden (EDF)

Daniel.johansson@fmv.se ; edf@fmv.se



mailto:Daniel.johansson@fmv.se
mailto:edf@fmv.se

EDF

* Omraden: Forskning (research) och utveckling (capability/development). Forskning motsvarande uppldagg som Horisont Europa (HE)
» Syfte: Framja utvecklandet av en stark, konkurrenskraftig och innovativ europeisk teknologisk och industriell kunskapsbas inom forsvarsomradet, och minska
EU:s omvarldsberoende inom forsvarsomradet

* Rattslig grund (FEUF: art 173(3) m.fl.): Sdkerstalla att det finns nddvandiga forutsattningar for unionsindustrins konkurrensférmaga
*  Programperiod: 2021 - 2027

* Budget: 7.95 miljarder Euro (2,65 till forskning och 5,3 till utveckling). Cirka 5% av EDF:s budget till disruptiv teknologi, 4% till SMF (arbetsprogram 2021)
* Deltagande: Konsortier bestaende av minst 3 entiteter inom 3 EU MS/associerat land. Lagre krav inom disruptiva teknologier
* Status: Forordning ikrafttrader i maj, arbetsprogram EDF 2021 beslutas i juni och projektutlysningar ut i borjan av juli




Europeiska forsvarsfonden (EDF)

Finansiering

*  Forskning: 100% av godkanda kostnader

*  Utveckling: EU-bidrag 20-80 (100)% av godkanda kostnader (bonussystem finns). Utveckling kraver darfor oftast medfinansiering
fran MS forsvarsmyndigheter (for EDF: generellt Forsvarsmakten i Sverige)

* Indirekta kostnader: 25% av godkanda kostnader alt. nationell praxis kommunicerad med KOM

Associerade lander
* Endast Norge ar associerat land

Deltaganderegler

* Endast entiteter etablerade i MS/associerat land kan finansieras av fonden

* Tredjelandskontrollerade entiteter inom MS/associerat land behover visa garantier godkanda av aktuell MS/associerat land
* Intyg avseende medfinansiering for utvecklingsprojekt m.m. uppvisas (beroende av projekttyp: studie, design etc.)

Immateriella rattigheter (IPR)
* Restriktioner rérande overfoéring av EDF-genererad IPR till tredjeland
* MS forhandlar till sig IPR i de utvecklingsprojekt som de medfinansierar

Avtal
* Utvecklingsprojekt kraver utover Grant Agreement (GA), parallella mellanstatliga avtal (MoU), mellan MS som medfinansierar

Exportkontroll
* Inspektionen for strategiska produkter (ISP) ska i forvag godkanna avtal (GA, MoU-avtal) som berérs av exportkontroll




Samverkan EDF och HE

EDF thematic categories of actions
1.Defence medical support, Chemical Biological Radiological Nuclear (CBRN),
biotech and human factors
. Information superiority
. Advanced passive and active sensors
. Cyber
. Space
. Digital transformation
. Materials and components
. Energy resilience and environmental transition
. Air combat
. Air and missile defence
. Ground combat
. Force protection and mobility
. Naval combat
. Underwater warfare
. Simulation and training

EDF non thematic categories of actions
. Disruptive technologies
. Open calls for innovative and future-oriented defence solutions
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* QOvan bild till vanster visar kategorier inom EDF:s utkast till arbetsprogram, till héger HE-strukturen
* Arbetsprogrammen innehaller 6verlappande teknologier. Enklare att identifiera synergier mellan EDF och HE pa forskningssidan
* Svart med exakta exempel i nulaget, da EDF:s arbetsprogram inte ar beslutat

* Vinnova och FMV samverkar i EDF- och HE-fragor (informationsspridning m.m.)




EDF-lansering 18 juni 2021 (13.00-16.30)

Nvhet pa FMV:s hemsida: Stod till innovation och forsvarsformaga (fmv.se)

Digitalt event, 6ppen lansering, mer info kommer, valkomna att delta!

* Valkommen

* European Commission views on EDF
* Varfor delta i EDF, svenskt perspektiv
* Vagen framat

e Avslutning

For mer info om EDF, kontakta nationella EDF-koordineringskontoret pa FMV: edf@fmv.se

Besok https://www.fmv.se/internationellt/europeiska-forsvarsfonden/



https://www.fmv.se/aktuellt--press/aktuella-handelser/stod-till-innovation-och-forsvarsformaga/
mailto:edf@fmv.se
https://www.fmv.se/internationellt/europeiska-forsvarsfonden/

Framtida struktur for

Cybersakerhet
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Cybersecurity ... COM(2018) 630

* Known as CCCN

 Joint Undertaking based on article 187 & 173

« Egen juridisk enhet

« Art. 187 == forskningsfinansiering

« Art. 173 == Upphandling av EU-gemensam utrustning
« Sate i Bukarest, "under construction”

« Hanteras i dagslaget av EU-kommissionen

« Sannolikt ar CCCN i Bukarest fullt operativt forst fom 2023

VINNOVA



EU Cybersecurity 2021-2027

Research and innovation ‘deployment’ Connectivity — ’infrastructure’

85,5 billion EUR 7,6 billion EUR 2,1 billion EUR

/

/

? million EUR 1,7 billion EUR /

Cybersecurity partnership programme
EU Cybersecurity Competence Centre & Network of National Centres 4
EU CCCN in Bukarest and NCCs in each member state

VINNOVA
https://digital-strategy.ec.europa.eu/en/policies/european-cybersecurity-competence-network-and-centre



Pilots for EU Cybersecurity Competence Network

https://cybercompetencenetwork.eu/

VINNOVA



RISE — cybernode

VINNOVA



EU and National Cybersecurity
Projects

Two Examples <Q\/\
\

Shahid Raz

Dire nyb urity Unit @ RISE

sha hd za@ri. e



mailto:shahid.raza@ri.se

CONCORDIA

Creating an EU Centre for
Cybersecurity




H2020 CONCORDIA
European Cybersecurity

Network of Excellence

Partners: 54 (27 industry, 27 others)
Period: 2019-2023 ( 4 years)

Countries: 19

Funding: 16M from EU &
7M+ additionally from
national authorities and industry

RISE and Ericsson participate from Sweden

* RISE is a partner and a member of
the Management Board and the Advisory Board

* RISE will be leading the Roadmap task

N



Roadmap to European Digital Sovereignty

Pillars: “Computing Power, Control of Data and Secure Connectivity”
Quantum Technologies, Massive IoT, Orbit-Internet, 5G, autonomous European Clouds, Green

Tech, ...

Cybersecurity Roadmap for Europe by

CONCORDIA:
A Holistic Approach with Several Dimensions

Short Term Mid Term Long Term

N
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National Cybersecutdyo,
Innovation Node

An initiative of VINNOVA and RISE
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Cybersecurity Innovation Node

Accelerate innovation by
creating a secure
playground for Swedish
industry

Create trustin industrial
digitalization through strong
cybersecurity foundation.

%7‘M‘zaim~'
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Cybersecurity Innovation Node

Cyber Pooling &

The node intends to bring together industry, academia and sharing
public sector and build a cybersecurity community, with the AYoer
mission of identifying, prioritizing and initiating activities that

can create a favourable research & innovation climate for
Swedish industry.

Cyber
Procurement

Dissemination .
Cyber in

Activities Academia

- A focused activity on Horizon Europe civil security calls

£ Liai / Innovation
iaison Promofing
Updates on www.cybernode.se e Products
Inaugurated: December 04, 2020
Planed period: 2020-2027
International R&I
Funding

Cyber
Investments
Support

Cyber Facilities

N


http://www.cybernode.se/

RISE — Research Institutes of Sweden AB - ri.se
08-633 15 00 - info.sics@sri.se - Kistagangen 16, 16440 KISTA, Stockholm
Postadress: Box 1263 SE-164 29 Kista Sweden

Shahid Raza

shahid.raza@ri.se
076-883 17 97

N



Fragor!
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Short break

Please fill in our evaluation form:
menti.com, code 6229 2659

VINNOVA






Message to convey

Look at relevant
EU-policy

Social context and
human factors are
important

Don’t neglect End-
user, Practitioner
and Citizen
engagement

VINNOVA



Security & Social Sciences and Humanities (SSH)

“.... this topic requires the effective contribution of Social Science and Humanities (SSH)
disciplines and the involvement of SSH experts, institutions as well as the inclusion of

relevant SSH expertise, in order to produce meaningful and significant effects enhancing the
societal impact of the related research activities.”

“Human factors (e.qg. behavioural, psychological, cultural and gender) need to be
considered appropriately in all aspects of the proposed solution”

“Social innovation is recommended when the solution is at the socio-technical interface and
requires social change, new social practices, social ownership or market uptake.”

VINNOVA



End-user and Practitioner involvement

“End-users should be involved in all steps of the cycle from
design to development and testing. “

“The solutions (technologies, methods, tools, procedures, practices and/or
strategies including escalation and de-escalation) developed must satisfy the
needs of the end-users and support daily tasks...”

‘... These efforts should include considerations for
particularly vulnerable organisations and citizens. ”

“...support to innovative approaches and tools to
raise awareness and skills of end-users on digital
security”

VINNOVA



End-user involvement

There are different kinds of end-user

There are different ways of involving end-users

Be clear about meaning of commitment

VINNOVA



Key impact pathways

VINNOVA



Proposal Template

Assessment of management structures removed

Extensive explanations in template

Fields moved from part B (narrative part) to part A (formalities)
» Ethics self-assessment

« Security questionaire

New fields in part A
» Self-declaration on gender equality plan
» Role of participating organisation

 Researchers table

VINNOVA



HORIZON-CL5-2021-D1-01-01: Improved understanding of greenhouse gas fluxes and
radiative forcers, including carbon dioxide removal technologies

Specific conditions

Expected EU The EU estimates that an EU contribution of around EUR 8.00 million

contribution per would allow these outcomes to be addressed appropriately. Nonetheless,
I I I | I I | I l project this does not preclude submission and selection of a proposal requesting
different amounts.

Indicative budget | The total indicative budget for the topic is EUR 24.00 million.

Type of Action Research and Innovation Actions

Procedure The procedure is described in General Annex F. The following
. . exceptions apply:
& Destl natlons To ensure a balanced portfolio covering all three areas, grants will be
awarded to applications not only in order of ranking but at least also to
one project that is the highest ranked within each area, provided that the

() C a I I a reaS applications attain all thresholds.

pected Outcome
gutcomes:

e TOpICS e Improved knowledge in the addressed areas, also through increasing the use of high
quality data, leading to a better understanding of the processes driving climate change.

PY E Xpe Cte d O u tCO m e S Contribute to improved projections of climate change (including in relation to climate

change-related extreme events).

Improve our understanding of how innovative mitigation actions can help stabilise

¢ S CO p e global temperature.

e Improved understanding from these actions should be fed into improvements in Earth
system models, climate services and other forms of downstream use.

 QOther Actions

radiative forcers (including their pre-cursors), and efforts to stabilise global temperature
through deployment of carbon dioxide (CO;) removal approaches.

Beneficiaries are encouraged to take advantage of the relevant national and/or European
research infrastructures (e.g. ICOS, ACTRIS etc.).

Actions should improve scientific understanding in only one of the following areas:
a) Greenhouse gas fluxes and Earth system feedbacks

Actions should target a better understanding of key processes related to the life cycles of
GHGs, other climate forcers and associated feedbacks affecting the Earth’s climate over
different time horizons, including the effect of climate variability from inter-annual to multi-
decadal and longer time scales. Actions should focus on elements of the climate system, such
as terrestrial ecosystems. hydrological cycles, ocean circulation changes, atmosphere-ocean
gas exchanges, coastal zones or the biogeochemical cycles, which have an important
influence on climate change and its impacts but are not sufficiently understood by the latest
science.
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NCP?

* Answers questions on Horizon Europe
» Helps to find matching calls and topics

* Legal and financial advice

» Spreads information

» Strategic advice

National EU-node

NCP

National contact point

Information from SE system to EC
via NCP networks, experts and PC

VINNOVA



Save the dates for Info days and brokerage event

Civil Security for Society Info Day, Brokerage Event
and training for stakeholders, 8-9t" June 2021

SMI2G Event 2021 - 31st May & 1st June 2021
https://smi2g-event.b2match.io/

VINNOVA



WP draft cluster 3

How to prepare a successful proposal
iIn Horizon Europe

VINNOVA


https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=48484
https://ec.europa.eu/research/participants/docs/h2020-funding-guide/other/event210324.htm

Information om
programmet

Att skriva en ansokan

Verktyg for natverkande och stod

Fordjupad information om policy

Anvandbara lankar

Vinnovas webbplats om Horisont Europa — information om programmet och kontakt

Kraftsamling fér Horisont Europa — forslag till nationell strategi for ett starkare svenskt deltagande

Funding and Tenders — EU-kommissionens (EC) portal for utlysningar, topics och ansékan

Horisont Europa — évergripande information om programmet fran EC

Missions — ECs information om Missions
Partnerships - ECs information om europeiska partnerskap med kontaktuppgifter

Reference Documents — regelverk, mallar, guider etc.

Dashboard — Horisont 2020-databas for statistik och beviljade project

WP draft cluster 3 — utkast till arbetsprogram for Kluster 3 (OBS — andringar kan ske)

How to prepare a successful proposal in Horizon Europe — inspelat webbinarie anordnat av EC

EUSME - svenskt supportkontor for sma och medelstora féretag

EEN Match

European Green Deal

A Clean Planet for All

Europe Fit for the Digital Age

VINNOVA


https://www.vinnova.se/m/horisont-europa/
https://www.vinnova.se/contentassets/42ca4038005e46e186d70687c67df2b3/vr-2020-12-kraftsamling-for-horisont-europa.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/programmes/horizon
https://ec.europa.eu/info/horizon-europe_en
https://ec.europa.eu/info/horizon-europe-next-research-and-innovation-framework-programme/mission-oriented-policy-horizon-europe_en
https://ec.europa.eu/info/horizon-europe/european-partnerships-horizon-europe_en#partnership-candidates-and-contact-details
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/how-to-participate/reference-documents;programCode=HORIZON
https://webgate.ec.europa.eu/dashboard/sense/app/93297a69-09fd-4ef5-889f-b83c4e21d33e/sheet/a879124b-bfc3-493f-93a9-34f0e7fba124/state/analysis
https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeeting&meetingId=23498
https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=48484
https://eusme.se/
https://www.eenmatch.eu/
https://ec.europa.eu/info/strategy/priorities-2019-2024/european-green-deal_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52018DC0773
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
https://ec.europa.eu/research/participants/docs/h2020-funding-guide/other/event210324.htm

Fragor!

Please fill in our evaluation form:

menti.com, code 6229 2659
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Tack!
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